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1. Product Overview

The Accelario Data Masking module enables in-place masking using an intelligent, sensitive data search engine to
easily locate and mask sensitive data. Data masking is performed in accordance with either customized or
predefined masking policies (e.g. GDPR, HIPAA). Masked data is transformed into production quality data which
preserves referential integrity with minimal user intervention throughout the masking process.

It contains the following components:

>

>

Privacy Dashboard
Data Sources
Environments
Sensitive Data Search
Masking Editor
Masking Rules

Privacy Policies

Users

System Setup

Job Monitoring

Event Viewer

1.1. Privacy Dashboard

Accelario Privacy Dashboard provides clear indications of your privacy exposures. It can scan all non-production
data sources for privacy issues. With just one click you can easily drill-down to see an exposed data source. In the
Privacy Dashboard window, you can:

>

Scan all data sources for sensitive data with one-click, compliant with specific privacy policies such as GDPR,
CCPAYV, PCI, HIPAA.

Refresh all data sources — metadata DDL is updated from the source. New / altered / deleted tables and columns
are automatically updated.

See a global view of sensitive data for allmanaged data sources.
See a detailed view of sensitive data per managed data source.

Find privacy exposures at any level: data source, environment, database, schema, table/collection, and
column/key.

For more information, see Privacy Dashboard.
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1.2. Data Sources

A Data Source is database or a file where data that is being used comes from. A Data Source is given a name and the
location of the server is specified to set up a connection to the database . From the Data Sources window, you can:

> Add anew data source

> Modify/remove an existing data source

. Only a user with Admin privileges can see or edit Data Sources.

For more information, see Managing Data Sources.

1.3. Environments

An Environment is an object that groups together database schemas from a data source. An environment object is
used for scanning and masking. From the Environments window, you can:

> Add anew environment from a data source schema

> Modify/Remove an existing environment

> Refresh an environment — metadata is updated from the data source. new / altered / deleted tables and columns
are automatically discovered / discarded. Foreign key relationships are updated to maintain referential integrity.

For more information, see Managing Environments.

1.4. Sensitive Data Search

Accelario Data Masking incorporates an intelligent search engine that leverages advanced search algorithms
containing lookup lists and Al technology. From the Sensitive Search window, you can:

> Scan an environment with one-click, compliant with specific privacy policies such as GDPR, CCPA, PCI, HIPAA.

> Masking rules are automatically assigned to the correct sensitive column(s)/key(s).

> Foreign key groups are assigned with the same masking rules to maintain referential integrity.

See a high-level view of the scan results including Top Sensitive Data and statistics.

v

See a detailed view of all sensitive columns/keys that were found.

Select the sensitive column/key to be masked.
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For more information, see Searching for Sensitive Data.

1.5. Masking Editor

With the Masking Editor you can view / modify selected sensitive columns and manually assign masking rules to
columns. From the Masking Editor window, you can:

> Assign / modify a masking rule for a specified column/key.

> Add a Where Clause to a table for masking.

> Add a Mailing Rule to mask an address that is used in more than one columns in one table for a valid address.

Perform Backup / Restore of a masking configuration file.

Execute and monitor a Mask operation in the Progress Monitor window.

Add a Mailing Rule to mask an address that is spread over several columns in a particular table for a valid address.

For more information, see Masking Editor - Editing Masking Rules and Running Masking Operation.

1.6. Masking Rules

A Masking Rule contains both the scanning and masking methods used to search for and mask specified sensitive
data (e.g. Name, Email, Credit Card, etc.). From the Masking Rules window, you can:

> See all supported built-in masking rules

> Add and manage custom masking rules

> Duplicate built-in/custom masking rule to create a new custom masking rule

For more information, see Managing Masking Rules.

1.7. Privacy Policies

A Privacy Policy is a set of masking rules that are used to scan and mask following a specified privacy regulation such
as GDPR, CCPA, HIPPA, PCl or a set of organizational specific privacy rules. From the Privacy Policies window, you can:

> Add a new privacy policy.

> View, modify, and duplicate a privacy policy.

For more information, see Managing Privacy Policies.
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1.8. Users

Accelario Data Masking uses a role-based user management system. All users can access the Privacy Dashboard.
Users are divided into the following categories:

> Admin — and Admin user can manage data sources, all environments and perform monitoring and troubleshooting

> Regular users — regular users are restricted to scan and mask only the environments that they have authorized
access

From the Users Management window, you can:

Only a user with Admin privileges can create or modify users and roles.

> Create and modify users

> Create and modify roles

For more information, see Managing Users and Roles.

1.9. System Setup

The System Setup is used to define system parameters, such as SMTP, Active Directory, etc. From the System Setup
window, you can:

> Configure Active Directory Authorization

> Configure SMTP configuration

> Install new built-in masking rules online

. Only a user with Admin privileges can access the System Setup.

For more information, see System Setup.
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1.10. Job Monitoring

Job Monitoring is used to monitor the status of current system jobs. From the Job Monitoring window, you can:

> See all current or just terminated system jobs (the history system jobs can be seen in the Event Viewer window)

> Drill down and see the detailed status of some of the system jobs

. Only a user with Admin privileges can access Job Monitoring.

For more information, see Job Monitoring.

1.11. Event Viewer

The Event Viewer is used to view and save all user events. From the Event Viewer window, you can:

> View/filter/search all user events

> Save alluser events to afile

For more information, see Event Viewer.
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2. Login to the Data Masking Module

To loginin to the Data Masking Module:

. Your username and password are set by the approved person that does the user management process.

1. Enter your Username or Email.
2. Enter your Password.
3. Click Login.

») ACCELARIO

Login to Accelario
Data Masking

[ Username or Email ]

[ Password ]

»JACCELARIO
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3. Getting to Know the GUI

The following image and table describe the Data Masking Module.

ACCELARIO

Privacy Dashboard

Compliant

0%

Classified Data Sources ®
POSTGRES Demo

Data Sources

Tables

Columns

Top Sensitive Data  (3)

1noncompliant data sources

Last refresh: Dec 21,20221335 (©)
Started: Dec 2], 2022 1335

100% 0%
Configured Scanned Sensitive
1 o 0 0
303 0 0 0
1925 0] 0] 6]

1 |Navigation bar

Used to put content in the main work area.

Main Work Area

Main work area where you perform tasks

3 |Task bar

System tasks

The interface is dynamic and changes according to the feature selected.

»JACCELARIO
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4. Privacy Dashboard

The Privacy Dashboard gives clear indications of your privacy exposures. It can refresh and scan all non-production

data sources for privacy issues. With just one click you can easily drill-down to see an exposed data source. The

following image and table describe the Privacy Dashboard.

(6) ACCELARIO
Privacy Dashboard

Compliant

(ONCHC)]
Last refresh: F=b 21, 20231604 (0) ®

Scan All

@ e

44 \ ] @ cerprenshume- 43

‘ Bank Account /S,

ocy 100%
Configured
Classified Data Sources [©] .
@ |[—— oata sources 3 2 o
Endpoint
¢ | | — .
Tables 41445 41445 307 0]
2 | .
© colurns 56226 56226 17 0
I Top Sensitive Data  (3) @—
‘i?if‘ﬂiii‘“‘ 364 \iﬁi‘"f?imfe”‘ 304”5??75?;!?92"“ 294 \&?2“'“55;“65 6 || @ SEEfUSiNe wﬂ
& @t s @Pumleec e @ w| (@25, 4| @B s
«|[@ mrarene »@..

GBR Last Names

n| @y

GBR National Insu.

‘ e IPv4 address

IBAN

1

Scan bar

Do a refresh and scan for all managed data sources.

View Area

Shows the status of a scan and applied masks for a specified privacy policy.

Compliant bar

Shows the compliant percentage.

Sensitive Data Sources

Shows all managed data sources with their sensitivity level.

Top Sensitive Data

Shows the top sensitive data.

ol |p NN —

Navigation Bar

Provides quick access to the main task areas.

»JACCELAR
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To scan for potential sensitive data:

1. Click (Scan All).

2. Inthe Scan Sensitive Data window, configure the scan parameters and click Scan.

values to analyze:

Scan Sensitive Data X
Environment: All

* Privacy Policy: [ Select Privacy Policy... ~ ]
* Parallel Processes: [ - ]
*Number of unique [ 100 ]

* Search
Optimization: @

Performance ~ Search depth:

Auto Refresh
Incremental

. In all dialog boxes, an asterisk * next to a label on the left is used to identify a mandatory user input.

To stop a scan:

1. Click (W),

’) AC C E |_ A R | O © Accelario Ltd. 2023 All rights reserved.
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To do a Refresh Alll:

1. Click Start refresh environments @

2. Allresults from the previous scan is removed.

#) ACCELARIO [o)cxe
Privacy Dashboard Last refresh: Dec2, 20221535 ©) TN =
Compliant 0
(y ey 100% 0% 0%
0% N/A
Configured Scanned Masked
Classified Data Sources ®
postcaes beme pata Sources 1 0 o
Tables 303 (o] [¢)
columns 1925 0 9]

Top sensitive Data ()

Tnoncompliantdata sources

. On the scan bar, you can see the following scan information:

Last refresh: Nov 22, 202117:44 (O)
Started: Now 22, 202117:54

Ended: Nov 22, 2021 1754

»JACCELARIO
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To see the potential classified data sources:

1. Click Classified Data Sources @

®© Classified Data Sources

Data sources (1]

@

V] POSTGRES Demo

To see top sensitive data:

1 Click Top Sensitive Data

®© Top Sensitive Data

Sensitive Data

ALL

Phone Number
(Column) (72)
License Number (56)
GBR Address
(Column) (54)

GBR First Names (44)

User Name (18)
Driving License
(Column) (16)

GBR Phone Number
m

GBR Full Names (8)
MAC address (8)

GBR Full Street Name
“)

Sensitive Columns (328

© e
e ey o ey e == .
S Tt . e [ —
——— R I A o e o
ok e S e . e v
——— T I A S g e o
oo R R R e e e
——— B m, e o
R enonments
ot
Sersitve QEEEETD o v -y oo
2. Toreturnto the Privacy Dashboard, click © Classified Data Sources .
Al v Q Quick Search
POSTGRES Demo A TESTSOK varchar_phone VARCHAR Phone Number (Column)
POSTGRES Demo QA TESTS0K char_phone CHAR Phone Number (Column)
POSTGRES Demo A TESTSOK nchar_phone CHAR Phone Number (Column)
POSTGRES Demo. QA TESTSOK nvarchar_phone VARCHAR Phone Number (Column)
POSTGRES Demo MASTER_MASKING PPHONE_NUMBER(COLUMN) phonenumber VARCHAR Phone Number (Column)
R IS RS JES———
POSTGRES Demo MASTER_MASKING PHONE_NUMBER(COLUMN) cell_no crar Phone Number (Column)
POSTGRES Demo MASTER_MASKING PHONE_NUMBER(COLUMN) cell_number VARCHAR Phone Number (Column)
POSTGRES Demo MASTER_MASKING PPHONE_NUMBER(COLUMN) phonecontact VARCHAR Phone Number (Column)
PPOSTGRES Demo MASTER_MASKING PPHONE_NUMBER(COLUMN) phone_contact 'VARCHAR Phone Number (Column)
R [P R RS
POSTGRES Demo MASTER_MASKING PHONE_NUMBER(COLUMN) cell_phone VARCHAR Phone Number (Column)
POSTGRES Demo MASTER_MASKING PHONE_NUMBER(COLUMN) land_line VARCHAR Phone Number (Column)
POSTGRES Demo MASTER_MASKING PPHONE_NUMBER(COLUMN) businessphone 'VARCHAR Phone Number (Column)
'POSTGRES Demo MASTER_MASKING PPHONE_NUMBER(COLUMN] business_phone VARCHAR Phone Number (Column)
POSTGRES Demo MASTER_MASKING PHONE_NUMBER(COLUMN) work_phone VARCHAR Phone Number (Column)
R RS RS [ER———
POSTGRES Demo MASTER_MASKING PHONE_NUMBER(COLUMN) home_phone VARCHAR Phone Number (Column)
e o EEETE D R )
POSTGRES Demo. MASTER_MASKING PPHONE_NUMBER(COLUMN) cell VARCHAR Phone Number (Column)
'POSTGRES Demo MASTER_MASKING PPHONE_NUMBER(COLUMN) cellular 'VARCHAR Phone Number (Column)

2. Toreturnto the Privacy Dashboard, click © Top Sensitive Data .

»JACCELARIO
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5. Quick Start for SQL Databases

The following sections from Quick Start to Privacy dashboard are for SQL databases such as:

> ORACLE

> DB2LUW

> DB2z/0S

> PostgreSQL
> MS-SQLServer
> SAP HANA

> MySQL

> MySQL Aurora

. The following example shows the procedure to deploy a PostgreSQL. This is a general procedure and is
applicable for all the databases listed above.

Return to Privacy Dashboard.

Continue to Managing Data Sources.

Deploying the Data Masking Module

Procedure to deploy the Data Masking Module:

Adding a Data Source
Creating an Environment
Performing a Sensitive Data Search

Manugal Editing the Masking Configuration

a M W

Data Masking and Progress Monitoring

’) AC C E I_ A R | O © Accelario Ltd. 2023 Allrights reserved.
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Adding a Data Source

To add a Data Source:

1. On the navigation bar, click . (Data Sources).
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2. Click Add Data Source.

Data Sources

Q, Quick Search

sort by: Select..

W PosigreSaL @
POSTGRES Demo

dbo2
1723118 230:5435

3. Select source data type.

Add Data Source

Select data source type:

ORACLE

501 server

[

B PostgreSQL

S @ s 2 (el

.mon oDB
g

Cancel

»JACCELARIO
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4. Fillin the data source detaiils.

Add Data Source W PostgreSQL X
*Name: [ Enter name ]
*Host: [ Enter host ]
*Port: [ Enter port ]
*DB name: [ Enter db name ]
*User: [ Enter username ]
*Password: [ Enter password ]
Wallet: [ = ]

() Create Environment

. In all dialog boxes, an asterisk * next to a label on the left is used to identify a mandatory user input.

5. Click Test Connection to verify that the connection to the new data source is valid.
6. Click Create Environment to automatically create an environment that includes all schemes of this data source.

7. Click Add.

’)AC C E LA R l O © Accelario Ltd. 2023 Al rights reserved. 17



Creating an Environment

To create an environment:

1. On the navigation bar, click . (Environments).

To add a new environment:

1. Click Add Environment.

Environments Add Environment

Q, Quick Search Sort by: Select... ~

Click on ADD ENVIRONMENT button to configure your environment

’)AC C E LA R | O © Accelario Ltd. 2023 Al rights reserved. 18



2. Fillin the environment details:

Aa. In Environment name, provide a name.

b. Under Data Sources, select the data source for the new environment.

C. Under Schemes, select the data source schemes that the environment will use, or click Select All to include all

schemes of the selected data source.

Add Environment

Environment name:

[

Data Sources: AZL

DB2 Demo Endpoint
Frankfurtl

Frankfurt2
local_Oracle_endpoint
MongoDB Demo Endpoint
MS Sql Demo Endpoint
POSTGRES Demo
PostgreSQL Demo Endpoint

Schemes:

Q Quick search

Select Tables

»JACCELARIO
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3. For specific tables from Schemas:

a. InData Sources, select a data source.

b. InSchemes, click Select Tables.

Add Environment

X

Environment name:

env

)

Data Sources:

DB2 Demo Endpoint
Frankfurtl

Frankfurt2
local_Oracle_endpoint
MongoDB Demo Endpoint
MS Sql Demo Endpoint
POSTGRES Demo
PostgreSQL Demo Endpoint

AZL Schemes:

Q Quick search

I Select Tables I

Select All

db

D8

DEVO!

devo2

dev03

[%] DMITRY_TEST

22 tables

1itables
0/5 tables
0/2 tables
0/3 tables
072 tables

C. Clearthe checkbox for a table not to be included.

. The list shown is the list from the last refresh. To update the list, click Refresh.

4. Click Submit.
5. Click Add.

»JACCELARIO
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Performing a Sensitive Data Search

To perform a new sensitive data search:

1. On the navigation bar, click 28 (Sensitive Search).

2. Select the required environment for searching for sensitive data.

Sensitive Data Search |=nvor v

ENV 01

ENV 02

’)AC C E LA R | O © Accelario Ltd. 2023 Al rights reserved. 21



3. Click Scan.

Sensitive Data Search envoz v

Click on SCAN button to scan your environment for sensitive data

4. Inthe Search Sensitive Data window, configure the search parameters.

*Search
Optimization: ©

Search Sensitive Data X
Environment: env
* Privacy Policy: [ Select Privacy Policy... ~ ]
* Parallel Processes: [ 4 ]
* Number of unique

! 100
values to analyze:

Auto Refresh

Incremental

Search Cancel

. In all dialog boxes, an asterisk * next to a label on the left is used to identify a mandatory user input.

4. Select the Auto Refresh checkbox to have the system refresh automatically before doing a scan.

5. Select the Incremental checkbox to include columns that were found in a scan done before to be in the search
results for this scan.

’)AC C E LA R | O © Accelario Ltd. 2023 Al rights reserved. 22



. Columns that are not sensitive at this time are marked as deleted.

6. Click Search.

To stop the search:

1. Click @ (Stop).

Sensitive Data Search e v [ coveLere oo Mebesicsnas ]
Ended: Nov 03, 20221551

Started: Nov 03, 2022 1551

| Data Sources | Tables | Columns

Contain

Scanned Contain VA 157 Contain 909 ?ﬁj&\;ﬁi 364 %2,:?”\@

Sensitive Data

Data Sources Sensitive Data Tables

After the scanis complete, the scan summary appears.

Sensitive Data Search e [ o o oo N

Started: Nov 03, 2022 1513 Ended: Nov 03, 2022 1513

| Data Sources | Tables | Columns

i ) cormes o —
S Conizn 303 S 1925 S 774

Data Sources Sensitive Data

Masking Policy: GBR GDPR

Contain

S
Da

Sensitive Data

o || @ sz 7]

Passport Number Credit Card
@z m|[@emem,

GBR First Names License Number
Found 24 Taok(s €9 [ Found 2 Taoe(8 56

© st 72

GBR Address (Col. 1Pv6 address Email GBR Full Names GBR Last Names MAC address

@mme w|@rom  m|[@m.. w/[@me =||@mwioc »/[@umm @
User Name Driving License (C. IBAN GBR Phone Numb. Bank Account /S, GBR City Names

@i, w|[@umirc w|@.. w|/[@=mi w|@mmrs u| @@y o

’)AC C E |_ A R | O © Accelario Ltd. 2023 All rights reserved. 23



Manual Editing the Masking Configuration

To manually edit the masking configuration:

1. Onthe navigation bar, click o (Masking Editor).

’)AC C E LA R | O © Accelario Ltd. 2023 Al rights reserved. 24



2. Select the required environment.

Masking Editor envl

envl
Action: = (&) &

env2
View: Al

envs
Y Qoamh

. To filter the list of tables:
1. Select active or inactive.
2. Select:
a. View all tables
b. Active tables

C. Inactive tables

You can also search for specific tables.

3. Select the required table for which you want to assign a masking rule.

Action: B @ <3

View: Al

Q Search

AT

-] dev02
table_0 @
table_1 @

- gevOE

table_0 @

»JACCELARIO
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4. The main panel displays the masking rules currently applied to the columns in the table selected.

Masking Editor

envl

V' Lastrefresh: Nov3,20221536 (0)

Action: B © ® [ Add Mailing Rule ][ Add Where Clause ]
View: Al v
Q search

1 column_1 ®
==

2 column_2 ®

® |3 column_3 ®
table) @

- devos

F table.0 °

To select another/new masking rule:

1. Forthe required column, click @

dev02 - table_O

Last Masked: never

[ Add Mailing Rule ] [ Add Where Clause ]

1 column_1
2 column_2
3 column_3 ®

2. Click the required masking rule and click Select.

Select Masking Method

Q. Quick Search

Personal (30) Business (1) ESP (4] USA(18) ISR(9) IT(S] Basic(2) BRA ()
Tags: TUR (4) PRT(4) Car () DEU(4) FRA(4) TA(4) Column(12] GBR([10) Bank (5)
List [S0) IND (5]

Sort by: Select... v

Data Full Name

1D Israeli Spanish Last Nam... GBR Postcode Medical Record N... Zip+4 Code

Data Regex Data Lookup Data Regex Column Regex Data Regex

Weight Spanish Full Names Health Insurance |Pv4 address GBR Address (Col...
Data Regex Data Full Name Data Regex Data Regex Column Regex

Indian States MAC address Turkish City Names GBR National Insu... Brazilian City Nam...
Data Lookup Data Regex Data Lookup Data Regex Data Lookup

Phone Number (C...
Column Regex

Italian City Names
Data Lookup

Fix String Value Israeli Last Names

Column Regex Data Lookup

Israeli Phone No.

Israeli Country Na... GBR Last Names Israeli Street Name

|
|
|
[ GBR Full Names
|
|

==
{ Bitcoin Adress ] {
CE

Data Phone Data Lookup [ Data Lookup Data Regex Data Lookup
Any Value Email GBR City Names Indian First Names VIN
Calumn Regex Data Regex Data Lookup Data Lookup Data Regex
- 1 - 1 - 1 - 12
Show all @ Select JSON/XML @

»JACCELARIO

© Accelario Ltd. 2023 Allrights reserved.

26



Data Masking and Progress Monitoring

To mask the selected table:

1. Click Mask.

Masking Editor e

~ Lastrefresh: Nov16,20221329 (©)

Action B © ® dev02 - table_0
Last

View: Al v

Q searcn

column_1

[ Add Mailing Rule ][ Add Where Clause ]

®
= e w2 column_2
i DEY\;:O, o |3 column_3 ®
Fmb(n @
Freae .
2. Fillin the masking details and click Mask.
Mask X
Environment: envl
*Parallel processes: { 20

+ Advanced Parameters

Cancel

»JACCELARIO
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3. Enter Advanced Parameters if necessary.

Mask X
Environment: envl
* Parallel processes: [ 20 }

- Advanced Parameters

Fetch size: [ 1000

Batch size: [ 1000

Number of masking

o

warning to fail (per table):
Sleep after batch [ms): [ o0
Disable database objects: [ Smart Mode ~

4. Once masking is running, the Progress Monitor appears.

© Progress Monitor o v - =

Started: Nov 16, 2021 16:03. Ended: Nov 16, 2021 16:03

Data Source: POSTGRES Demo  Fetchsize: 10000  Batchsize: 10000 Parallel processes: 20

Al ~  Q Quick Search
TABLEI QA COMPLETE 100% (Rows 1010} COMPLETE 235ms
TABLEZ QA COMPLETE 100% (Rows 10/10) COMPLETE 242 ms
TABLEI Qa1 COMPLETE 100% (Rows 10/10) COMPLETE 247 ms
TABLEZ QA1 COMPLETE 100% (Rows 1010} COMPLETE 239 ms

5. To see the progress in other environments click ™" and click the required environment.

® Progress Monitor |env v
envl }k
Data Source: MongoDB Demo Endpoin 1
env
All v Q Quick Search

’)AC C E LA R l O © Accelario Ltd. 2023 Al rights reserved. 28



6. Quick Start for NoSQL Databases

The following sections from Quick Start to Privacy dashboard are for a MongoDB.

Return to Privacy Dashboard.

Continue to Managing Data Sources.

Deploying the Data Masking Module

Procedure to deploy the Data Masking Module:

Adding a Data Source
Creating an Environment
Performing a Sensitive Data Search

Manual Editing the Masking Configuration

a B W

Data Masking and Progress Monitoring

»JACCELARIO
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Adding a Data Source

To add a Data Source:

1. On the navigation bar, click . (Data Sources).

’)AC C E LA R I O © Accelario Ltd. 2023 Al rights reserved. 30



2. Click Add Data Source.

Data Sources

Sort by: Select

Q Quick Searsh

#® mongaDB.

MongoDB

admin
T72.3118.23027017

3. Select source data type.

Add Data Source

Select data source type:

ORACLE

5B server MANA
.mongoDB

T PostgreSQL

- N
. MySQL Aurora MH(_HRL Fixed h

Cancel

31

»JACCELARIO
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4. Fillin the data source detaiils.

Add Data Source .mongoDB. X
*Name: [ MongoDB ]
*Host: [ 1723118230 ]
*Port: [ 27017 ]
* Authentication [ admin ]
DB:
*User: [ mongcadmin ]
)

* Password: [ .........

[ Create Environment

. In all dialog boxes, an asterisk * next to a label on the left is used to identify a mandatory user input.

5. Click Test Connection to verify that the connection to the new data source is valid.
6. Click Create Environment to automatically create an environment that includes all schemes of this data source.

7. Click Add.

’)AC C E LA R l O © Accelario Ltd. 2023 Al rights reserved. 32



Creating an Environment

To create an environment:

1. On the navigation bar, click . (Environments).

To add a new environment:

1. Click Add Environment.

Environments Add Environment

Q, Quick Search Sort by: Select... ~

Click on ADD ENVIRONMENT button to configure your environment

’)AC C E LA R | O © Accelario Ltd. 2023 Al rights reserved. 33



2. Fillin the environment details:

Aa. In Environment name, provide a name.

b. Under Data Sources, select the data source for the new environment.

C. Under Databases, select the data source databases that the environment will use, or click Select All to include

all Databases of the selected data source.

Add Environment

Environment name:

[

Data Sources: AZL

DB2 Demo Endpoint
Frankfurtl

Frankfurt2
local_Oracle_endpoint
MongoDB Demo Endpoint
MS Sql Demo Endpoint
POSTGRES Demo
PostgreSQL Demo Endpoint

Schemes:

Q Quick search

Select Tables

»JACCELARIO
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3. For specific collections from databases:

a. InData Sources select a data source.

b. InDatabases, click Select Collection.

Add Environment

Environment name:

env

Data Sources:

DB2 Demo Endpoint
Frankfurtl

Frankfurt2
local_Oracle_endpoint
MongoDB Demo Endpoint
MS Sgl Demo Endpoint
POSTGRES Demo
PostareSQL Demo Endpoint

AZY Databases: | Select Collections |

Q Quick search

local
MASKING_EXAMPLES
MASKING_NESTED
MASTER_DB
MASTER_MASKING
test_db

(0 VLADIMIR_DB

22 collections
3/5 collections
6/6 collections
77 collections
90/107 collections
7/7 collections

C. Clear the checkbox for a collection not to be included.

. The list shown is the list from the last refresh. To update the list, Click Refresh.

4. Click Submit.
5. Click Add.
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Performing a Sensitive Data Search

To perform a new sensitive data search:

1. On the navigation bar, click 28 (Sensitive Search).

2. Select the required environment for searching for sensitive data.

Sensitive Data Search |=nvor v

ENV 01

ENV 02
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3. Click Scan.

Sensitive Data Search envoz v

Click on SCAN button to scan your environment for sensitive data

4. Inthe Search Sensitive Data window, configure the search parameters.

*Search
Optimization: ©

Search Sensitive Data X
Environment: env
* Privacy Policy: [ Select Privacy Policy... ~ ]
* Parallel Processes: [ 4 ]
* Number of unique

! 100
values to analyze:

Auto Refresh

Incremental

Search Cancel

. In all dialog boxes, an asterisk * next to a label on the left is used to identify a mandatory user input.

4. Select the Auto Refresh checkbox to have the system refresh automatically before doing a scan.

5. Select the Incremental checkbox to include columns that were found in a scan done before to be in the search
results for this scan.
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. Columns that are not sensitive at this time are marked as deleted.

6. Click Search.

To stop the search:
1. Click @ (Stop).

Sensitive Data Search e < [ couriere oox (cotectonsnsing ]Il

Started: Feb 21, 2023 1675 Ended: Feb 21, 20231616

| Data Sources | Collections | Keys

Dt Sodrees SEninive Data 15 S 49 Shieonn 2021 5™ 571 S one

After the scanis complete, the scan summary appears.

Sensitive Data Search e [ o oo ooy I

Started: Feb 21, 20231615 Ended: Feb 2], 20231676

| Data sources | collections

Scanned Contai S ed Cor Cor d
Data Sources T Sohstve Data TS5 &iccions 49 Sonine pato 571 e oeta

Privacy Policy: GBR GDPR

Sensitive Data

Phone Number (C. GBR Address (Col... License Number GBR First Names GBR Full Street Na. User Name
@i w|[@mmme  wf[@ui  s|@mmis «|[@@muime »[@um.. =
@@ k|| @5%..  ®| @EImNr » \ Zhmn o) @mmimmls w)| @iy w
s of|@mamurs || @Eains o[ @B || @ oo o[ @i 2

| @ senksccaune/s
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Manual Editing the Masking Configuration

To manually edit the masking configuration:

1. Onthe navigation bar, click o (Masking Editor).
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2. Select the required environment.

Masking Editor envl v
envl

Action: = (&) &
env2

View: Al
envs

Y Qoamh

. To filter the list of collections:
1. Select active or inactive.
2. Select:
a. View all collections
b. Active collections
C. Inactive collections

You can also search for specific collections.

3. Select the required table for which you want to assign a masking rule.

Action: B @ <3

View: Al

Q Search

AT

-] dev02
table_0 @
table_1 @

- gevOE

table_0 @
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4. The main panel displays the masking rules currently applied to the keys in the table selected.

Masking Editor

env ~ Lastrefresh: Feb 2, 20231674 (0)

Action B © % MASKING_NESTED - arrays [ Add Mailing Rule ] [ Add Where Clause ]
Last Masked: never
View: Al v
Q Search
Az
- MASKING_NESTED @
arrays oo [dob) DOB ® @ | Deviation (Days): 30
dict nesting 2 co
dictionary nesting oo luseriddeath ®
dictionary nesting origi.. © ®
[array._of arrays_and_objects]drivinglicensenumber Driving License (Column) ®6
movies °

To select another/new masking rule:

1. Forthe required column, click @

MASKING_NESTED -

Last Masked: never

[arraynonsensitivel.[bitcoinvalues]

arrays

[ Add Mailing Rule

nonsensitiveobject [serialnum]

[dob)]

DOB

2. Click the required masking rule and click Select.

Select Masking Method

Q Quick Search

Sort by: Select...

Personal (30) Business (1)
v

List (50) IND (5)

Deviation (Days): 30

ESP [4) USAN8) ISR(2) IT(S) Basic(2) BRA (1)

Tags: TUR (4) PRT(4) Car (] DEU(4) FRA(4) TA(4) Column (12] GBR(10) Bank (5)

ID Israeli Spanish Last Nam... GBR Postcode Medical Record N... Zip+4 Codle

Data Regex Data Lookup Data Regex Column Regex Data Regex
Spanish Full Names Health Insurance |Pv4 address GBR Address (Col...
Data Ful Name Data Regex Data Regex Column Regex

|
|
|

@ Indian States @ MAC address @ Turkish City Names @ GBR National Insu... Brazilian City Nam...
Data Lookup Data Regex Data Lookup Data Regex Data Lookup
GBR Full Names Phone Number (C... Italian City Names Fix String Value Israeli Last Names
Data Full Name Column Regex Data Lookup Column Regex Data Lookup
Israeli Phone No. Israeli Country Na... GBR Last Names Bitcoin Address Israeli Street Name
Data Phone Data Lookup Data Lookup Dita Regex Data Lookup
@ Any Value Email GBR City Names @ Indian First Names WVIN
Calumn Regex Data Regex Data Lookup Data Lookup Data Regex
[ 1 - 1 - 1 - 12
Showoll @ Solc 5N /XL @
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Data Masking and Progress Monitoring

To mask the selected collection:

1. Click Mask.

Masking Editor env

V' Lastrefresh: Feb 21,2023 1614 (©)

Action: B o » LI\I:IRASKING,NESTED-arrays
View. Al v

Q searon

Aze

[ Add Mailing Rule ] [ Add Where Clause ]

nonsensitiveobject seriainum]

- MASKING_NESTED
am=ys el [dob) DOB ® @ | Deviation (Days): 30 @
dict nesting 2 o
dictionary nesting eo|| [useridldesth
dictionary nesting origi.. € ®
[array_of_arrays_and_objects].drivinglicensenumber Driving License (Column) X6
movies ®

2. Fillin the masking details and click Mask.

Mask X
Environment: envl
*Parallel processes: { 20

+ Advanced Parameters
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3. Enter Advanced Parameters if necessary.

Mask X
Environment: envl
* Parallel processes: [ 20 }
- Advanced Parameters
Fetch size: [ 1000 }
Batch size: [ 1000 }
Number of masking [ 0 }
warning to fail (per table):
Sleep after batch [ms): [ o0 }
Disable database objects: [ Smart Mode ~ }

4. Once masking is running, the Progress Monitor appears.

© Progress Monitor e v
Data Source: MongoDB Demo Endpoint. Fetch size: 1000 Batch size: 1000 Parallel processes: 20

All v Q Quick Search

DOB

MASTER_MASKING

Started: Feb 21, 20231621

COMPLETE100% (Documents 22/22)

COMPLETE

Ended: Feb 21,2023 1621

00:00:02

PHONE_NUMBER_COLUMN_numeric_ MASTER_MASKING COMPLETE 100% (Documents 19/1) COMPLETE 000004
arrays MASKING_NESTED R | cRROR 000000
10 documents (a minimum number of values for search for each rule) MASTER_DB ‘COMPLETE 100% (Documents 1) COMPLETE 000005

5. Tosee the progress in other environments click " and click the required environment.

® Progress Monitor e

Data Source: MongoDB Demo Endpoir]

All v Q, Quick Search

envl

env
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7. Managing Data Sources

A Data Source is database or a file where data that is being used comes from. This section describes how to define
and manage the data sources. The following examples show PostgreSQL but are correct for all the databases.

. Only a user with Admin privileges can see or edit Data Sources.

To see available data sources:

1. Onthe navigation bar, click _ (Data Sources).
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2. The Data Sources window appears displaying all data sources that have been added to the system.

Data Sources Add Data Source
Q. Quick Search sort by: Select... A
! PostgreSQOL ©®
POSTGRES Demo

dbo2
1723118 230:5435

. You can quickly locate content by typing its letters on the Quick Search bar. The list updates promptly.

Qro

. You can display the list in ascending or descending alphabetical order.

Sort by: Select... v
Name (A-Z)

Name (Z-A)

To add a data source for a SQL database, see Adding a Data Source.

To add a data source for a NoSQL database, see Adding a Data Source.
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To modify data source details:

1. Ontherequired data source, click (/] (Modify data source).

Modify data source

T PostgreSQL o

POSTGRES Demo

db
172.3118.230:5435

2. The Modify Data Source window appears. Modify the data source details as required.

Modify Data Source @ PostgreSQL X

*Name: POSTCRES Demo

*Host: 1723118230

*Port:

*User:

[
[
[
* DB name: (a0
[
[

* Password:

Wallet: [ [}

[ Create Environment

3. Tosave your changes, click Modify. Otherwise, click Cancel.

’) AC C E |_ A R I O © Accelario Ltd. 2023 All rights reserved.



To delete a data source:

1. Onthe required data source, click () (Delete data source).

Delete data source

@ PostgreSQL @

POSTGRES Demo

db02
172.31.18.230:5435

[

2. Click Remove to confirm the deletion, or Cancel to exit without deleting the data source.

Confirmation request X

Are you sure to delete this data source?

Remove [ Cancel
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8. Managing Environments

An Environment is an object that groups together database schemas from a data source. An environment object is
used for scanning and masking. The following examples show PostgreSQL but are correct for all the databases.

To see your environments:

1. Onthe navigation bar, click @ (Environments).
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2. The Environments window appears.

») ACCELARIO ® e
Environments
Q. Quick Search Sort by: Select... v

Click on ADD ENVIRONMENT button to configure your environment

. You can quickly locate content by typing its letters on the Quick Search bar. The list updates promptly.

Qpro
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. You can display the list in ascending or descending alphabetical order.

Sort by: Select... v

Name (A-Z)

Name (Z-A)

To add an environment for a SQL database, see Creating an Environment.

To add an environment for a NoSQL database, see Creating an Environment.
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To modify environment details:

1. On the required environment, click o (Modify environments) .

2. The Modify Environment window appears. Modify the environment details as required.

Modify environment

envl

Nov 3, 2022,1513

©©®

Modify Environment

Environment name:

(e

Data Sources:

DE2 Demo Endpoint
Frankfurt]

Frankfurt2
local_Oracle_endpoint
MongoDB Demo Endpoint
MS Sql Demo Endpoint
POSTGRES Demo

PostgreSQL Demo Endpoint

AZL Schemes:

Q Quick search

[ selectAl I
3/3tables
22 tables
3[3tables

» [ DMITRY_TEST
IND_TCGR_PK_UQ_FK 7/7tables
[¥] MASTER_FK_GROUPS 20/20tables

3. Tosave your changes, click Modify. Otherwise, click Cancel.
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To refresh an environment:

1. Onthe environment, click @ (Refresh environment).

Refresh environment

o @

ENV 01

Nov 22, 2021, 15:57

To delete an environment:

1. Onthe environment, click @ (Delete environment).

Delete environment

@ ©© @

ENV 01

Nov 22, 2021, 15:57
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2. Click Remove to confirm the deletion, or Cancel to exit without deleting the environment.

Confirmation request X

Are you sure to delete this environment?

Remove [ Cancel
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9. Searching for Sensitive Data

Accelario Data Masking includes an intelligent search engine that leverages advanced search algorithms that
contain lookup lists and Al-technology.

Once you have setup an environment, you can search the environment for sensitive data that you may want to mask.
You can also see results and perform new scans.

The following examples show PostgreSQL but are correct for all the databases.

To manage your sensitive data searches:

1. Onthe navigation bar, click (Sensitive Search).

+) ACCELARIO ® e @
Sensitive Data Search et v

Click on SCAN button to scan your environment for sensitive data

To do a new sensitive data search for a SQL database, see Performing a Sensitive Data Search.

To do a new sensitive data search for a NoSQL database, see Performing a Sensitive Data Search.

’)AC C E LA R | O © Accelario Ltd. 2023 All rights reserved. 54



After the scan is complete, the scan summary appears.

Sensitive Data Search v

| Data Sources

Contain
Sensitive Data

Scanned
Data Sources.

Masking Policy: GBR GDPR

Started: Nov 03, 2022 1513

| Tables

Sensitive Data

Credit Card

1 In16 Tadle(s)

Foundn 21Tab

100

GBR Full Street Na.

Foundinté

Phone Number (C.. g2

Found In 6 Tabie(s)

GBR First Names
Found n 24 Tabie(s)

[ RN e )| @ R

GBR Full Names GBR Last Names

E 1l
R

Foundn 6 Tabiefs)

\ User Name 18

[e Driving License (C.
Found In2Tatlels

Found|n 4Tabie(s)

o|[@

GBR Phone Numb. Bank Account /5.
Q@ caPhenel 2| @

3Tadlels)

To see detailed scan results:

1. Click Details.

Sensitive Data Search v

| Data Sources

ned 7 Contain
Data Sourc Sensitive Data

Masking Policy: GBR GDPR

| Tables

Contain

303 %;7:7‘:‘“ 106 sensitive
s Data

Sensitive Data

[ @ Fepheree m ‘ [ © s, 100 \ LS Pt 72 ] SEFENT= 6o \ [ Leepszlumeer 56
[ GBR Address (Col... 54 ‘ [ IPv6 address 35 Email GBR Full Names GBR Last Names
\ User Name 18 } 16 ‘ IBAN GBR Phone Numb... Bank Account /S.
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2. Inthe detailed window you can:

>

Click ™" to expand details.

Select/clear check boxes to update the search result.

Click Save to File to share the results via file.

Click Hide low probability results to view only the columns that get Probability higher than the sensitive search

threshold.

Click Update Masking to update the masking configuration with the new search results and to go to the
Masking Editor (see Masking Editor - Editing Masking Rules and Running Masking Operation).

Example for SQL databases:

Masking Policy: GBR GDPR

Al v

Q Quick Search

I Save To File I IUpda(e Masking

I Hide low probability results @

[] + DataSource T Schema 1. Table 7. Column T Rule 7 Probability 7 FK Group 7
[
0 @ POSTGRES Demo IND_TGR_PK_UQ_FK ind_tgr_pk_uq_fk 3 GBR Phone Number 3% IpeRE e -
Sample value: (020) 4674 2459 -> (020) 4642 3955
Data type: VARCHAR
Foreign Key: Yes
Parent: IND_TGR_PK_UQ_FK_uq_fk_fk
FK Group: IND_TGR_PK_UQ_FK_uq_fk_fk
[ © POSTGRES Demo MASTER_MASKING usa_full_adress physicaladdress GBR Address (Column) 100% v ‘
[ O @ POSTGRES Demo MASTER_MASKING portuguese_fullnames columni @ GBR First Names 2% v ]
[ @ POSTGRES Demo MASTER_MASKING spanish_fullnames column2 & GBR Full Names 100% v J
[ © POSTGRES Demo MASTER_MASKING VEHICLE PLATE NUMBER vehical_plate_no License Number 100% v ]
@ POSTGRES Demo MASTER_MASKING Usa_passport_number customerpassport ‘Dca:‘i";;‘]'““mbe' 100% 7 ‘
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Example for NoSQL databa

Masking Policy: GBR GDPR

ses:

I Hide low probability results I

MongoDB Demo Endpoint

eric_

All v Q Quick Search
[ . Datasourcen Database 1 Collection 1 Key 1! Rule 1 Probability 11
@ MongoDB Demo Endpoint MASTER_MASKING PHONE_NUMBER_COLUMN_ HOMEPHONE Phone Number (Column) 100%
Sample value: (080)-4020-3797 -> (080}-4811-8750
Data type: cHAR
Foreign Key: No
Parent: Null
[ O @ MongoDB Demo Endpoint MASTER_MASKING SOK_new Italian First Names GBR First Names 8%
[ MongoDB Demo Endpoint MASTER DB 50K_new GBR National Insurance No @ GBR National Insurance No. ~ 35%
[ MongoDB Demo Endpoint MASTER_MASKING ITALIAN_FULL_NAMES COLUMN2 @ GBR First Names 2%
‘ MongoDB Demo Endpoint MASTER_MASKING ED:‘*:)NE-NUMBED-COLUMN“”'“ CELL_NBR Phone Number (Column) 100%
{ MongoDB Demo Endpoint MASTER_MASKING PHONENUMBER.COLUMN.num  vogiie_NgR Phone Number (Column) 100%
{ MASTER_MASKING PHONE_NUMBER COLUMN.num  cxyngp Phone Number (Column) 100%
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10. Masking Editor - Editing Masking Rules and
Running Masking Operation

Use the masking editor to apply masking rules to columns in tables that you specify. The following examples show
PostgreSQL but are correct for all the databases.

1. Onthe navigation bar, click (Masking Editor).

To select another/new masking rule for a SQL database, see Data Masking and Progress Monitoring.

To select another/new masking rule for a NoSQL database, see Data Masking and Progress Monitoring.
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1. To assign a Masking Rule to each Key Name in the JSON/XML structure:

Select Masking Method X
Personal (28) Business 1) ESP (4) USA(18) ISR(9) IT(5) Basic (2) BRA()
Q Quick Search Sort by: Select... v Tags: TUR(4)} PRT(4) Car (1) DEU [4) FRA(4) ITA(4) Column(13) GBR[10) Bank (S}
List (50) IND (5]
1D Israeli Spanish Last Nam... GBR Postcode Medical Record N... Zip+4 Code
data regex data lookup dataregex column regex dataregex
l @ Weight \ l Spanish Full Names @ Health Insurance .. l @ IPv4 address \ l GBR Address (Col...
data regex data full name data regex dataregex column regex
@ Indian States MAC address @ Turkish City Names @ GBR National Insu... Brazilian City Nam...
data lookup data regex datalookup data regex datalaokup
GBR Full Names Phone Number (C... Italian City Names Fix String Value Israeli Last Names
data full name column regex datalookup column regex data lookup
Israeli Phone No. Israeli Country Na... GBR Last Names Bitcoin Address Israeli Street Name
data phone data lookup data lookup dataregex data lookup
l Any Value \ l Email \ l @ GBR City Names \ l @ Indian First Narmes l VIN \
column regex dataregex datalookup datalockup dataregex
(= - - - - |
Showall @ St ssoN /XL @
a. Click JSON/XML @
Select Masking Method X
Select Type: @ JSON O XML
= KeyName Masking Rule
1 Key 1 Select Masking Rule ]
+Add Key
o N/ @

b. Enterthe Key Name.

c. Click @®).
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d. Select a Masking Method.

Select Masking Method
Select Type: @ JSON O XML

#  KeyName

Masking Rule

1 Name

Israeli First Names

R6 @)

e. Toaddanotherkeyclick + Add Key .

2. Click Select to save the masking rule(s).

To remove a masking rule:

1. Onthe masking rule, click ®
Toremove akey:

1. Onthekey, click .

To see all the masking methods:

1. Onthekey, click Showal @

+Add Key

Select Cancel

JSON /XML
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To add a Where Clause:

1. Click Add Where Clause.

dev02 - table_O0 [ Add Mailing Rule ] [ Add Where Clause ]
Last Masked: never

1 column_1 ®

2 column_2

3 column_3 ®

2. Write the clause and click VALIDATE CLAUSE.

Add Where Clause X
Environment: ENV 2
Table: TABLET

Where Clause:

VALIDATE CLAUSE ADD CANCEL
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3. Ifthe clause was validated, click ADD.

Add Where Clause X
Environment: ENV 2
Table: TABLET
Where Clause: _ - _ -
SALARY > 2000 AND NAME = «John

VALIDATE CLAUSE ‘ CANCEL

To add a Mailing Rule:

1. Click Add Mailing Rule.

dev02 - table_O [ Add Mailing Rule ] [ Add Where Clause ]

Last Masked: never

1 column_1 ®
2 column_2
3 column_3 ®
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The Add Mailing Rule window appears.

Add Mailing Rule X
Q uiok Searen Sort by Select. v
Column Names Available Rules
[ us.5me = ] (Cisom ) suate
[ Tip_Code } [ Gty ]
Ciry
nadiess
zp
O Keep State
e seection of State,City, Adress n Zip i manctory
T )
2. Drag the column to the Available Rules.
Modify Mailing Rule
O, Quiek Searneh Sort by Select
Column Names Available Rules
Uk_State J State Vs Seatm .
Gy City x

e Zip_Code ®

[ Heep State

The selection of State, City, Address and Zip is mandatory

0 T
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Rules.

4. Mask all the other available rules.

Click Done.

Restore and Backup:

1. Click Backup to save the masking settings to a JSON file.

Masking Editor

Select the Keep State  check box to make sure that the state is not masked. and mask the other Available

[ Add Mailing Rule ][ Add Where Clause ]

el ~ Lastrefresh: Nov16,20221329 ()
Action: B o ® dev02 - table_O
Last
View, Al v
Q Search
1 column_l
Aze
T v |2 column_2
- pEvOl
Tag01 o |3 column_3
=
TAB! ®
- DMITRY_TEST
|- newtable ®

2. Click Restore to load masking settings from a backed up JSON file.

Masking Editor envl v Lastrefresh: Nov16,20221329 (©) Backup Mask
Action: B © @ fﬁivOZ—table_O [ Add Mailing Rule ][ Add Where Clause ]
N
View: Al v
Q searcn
1 column_l
Azl
—— ww | 5 column_2
- oevor
TABOI o | 3 column_3
tabo2 °
Tag ®
- DMITRY_TEST
|- newtable ®
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11. Job Monitoring

Job Monitoring is used to monitor the status of current system jobs. From the Job Monitoring window, you can:

> See system Jobs: Refresh, Refresh All, Scan, Scan All, and Mask.

> Drill down and see the detailed status of some of the system jobs.

. Only a user with Admin privileges can access Job Monitoring.

To open the Job Monitoring window:
1. Onthe navigation bar, click (Job Monitoring).

Job Monitoring

All v Q Quick Search
Environment 1\ Job 1 Start | End 1 Elapse Time 1| Progress 1l Status 11 User 1l
Testl Mask Nov 17 11:47:45 Nov17 11:47:45 00:00:00 100% Complete admin ]
TestT Scan Nov 17 1:34:35 Nov 17 11:34:35 00:00:00 100% Complete admin ]
Test 01 Import Nov171115:45 Nov17 11:15:45 00:00:00 100% Complete admin ]
{ All Refresh All Nov 17 07:03:24 Nov 17 07:03:25 00:00:01 100% Complete admin ]

© Accelario Ltd. 2023 Allrights reserved.
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12. Managing Masking Rules

A Masking Rule contains both the scanning and masking methods used to search for and mask specific sensitive data
(e.g. Name, Email, Credit Card, etc.).

To see current masking rules:

1. Onthe navigation bar, click (Mosking Rules).

Masking Rules

. . Personal (15) Business (1) ESP (4) USA(10) ISR (8) IT(5) Basic (1) Date () PRT(3) Car() DEU(2) FRA(4) Column (3) Bank (3)
Q Quick Search Sort by: Select... v Tags gon

Custom Rules

Default Rules

ID Israeli

Data Regex
@ |Pv4 address MAC address
Data Regex

|
| | |
oz |@m |
L | |

Spanish Last Nam...
Data Lookup

DOB

Data Date

Zip+4 Code

Spanish Full Names
Data Regex

Data Regex Data Full Name

B) Weight ]

Germany Full Na..

[§) Israeli City Names
Data Full Name

Data Lookup

SSN

Data Regex Column Regex

USA Last Names
Data Lookup

Phone No.

) Spanish First Nam...
Gata Regex

IBAN
Data Lookup &

User ID
Data Regex

Column Regex

[ Data Regex Column Regex
[ VIN

Data Lookup

H H i |
H [ l |
| | !
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To see information about the masking rule:

1. Onthe masking rule, click @

D2

Name: 1D2

Description: —

Tags: Column, Custom

Search Definition:
Search type:
Data Type:

Minimum Column Size:
Search (_Zolumn Regular
Expression:

Masking Definition:
Masking Method:

Skip first symbols:

Skip last symbols:
Examples:

To add a new custom masking rule:

1. Click ADD MASKING RULE.

Masking Rules

Q Quick Search

Sort by: Select..

v Tags: Personal (33) Business (1) ESP (4) USA(20) ISR () IT(5) Basic(3) Date (4) BRA() TUR(4) PRT(4) Car () DEU (4] FRA(4) ITA(4) Column (24) GBR(10) Bank(5) List(50) IND(5)

Custom Column Regex

CHAR, VARCHAR, VARCHAR2, NCHAR,
NVARCHAR, NVARCHAR?

15
dfdff

Mask Any Value
[¢]
0

Custom
Column
Rule

Custom Rules
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2. Provide a name and description for the new rule and select the required Tags.

Add Masking Rule X
*Name: [ ]
Description: [ ]
*Tags: [ Select tags... v ]

. In all dialog boxes, an asterisk * next to a label on the left is used to identify a mandatory user input.

3. Click NEXT.

Add Masking Rule X

Search Definition:

*Search Type: [ Select search type... 4 ]
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4. Select a Search Type:

a. Column - RegExp to search the column name using a regular expression.
b. Data - RegExp to search the column data using a regular expression.

C. Data - Lookup to search the column data using a lookup table.

Add Masking Rule (Column - RegExp)

Search Definition:

I* Search Type: [ Column - RegExp ~ ]I
* Data Types: [ Select data types... ~ ]
Minimum Column Size: [ 5 ]
*Regular Expressions:
5. Select a DataTypes:
a. CHAR
b. DATE
TIMESTAMP
d. NUMERIC
Add Masking Rule (Column - RegExp) X
Search Definition:
*Search Type: [ Column - RegExp ~ ]
I *Data Types: [ Select data types... R4 ]
Minimum Column Size: CHAR
*Regular Expressions:
DATE
‘ TIMESTAMP
NUMERIC
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6. Click NEXT.

7. To configure the masking rule parameters for a Column - RegExp search type:

a. For a Search Definition, provide the Column Regular Expressions.

. Click NEXT.

C. For aMasking Definition, if necessary provide the number of a characters to skip at the start or end.

d. Click ADD.

The new masking rule appears.

Add Masking Rule (Column - RegExp)

Search Definition:

*Search Type: [ Column - RegExp ~ ]
* Data Types: [ Select data types.. ~ ]
Minimum Column Size: [ 5

*Regular Expressions:

e T e

Add Masking Rule (Column - RegExp) X
Masking Definition:

*Masking Method: [ Mask Any Value ~ ]
Don't mask first # of characters: [ o] ]
Don't mask last # of characters: [ 0 ]
Masking Example: [ <string> ] - [ <string> ]
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8. To configure the masking rule parameters for a Data - RegExp Search Type:

a. For a Search Definition, provide the Data Regular Expressions.

Add Masking Rule (Data - RegExp) X

Search Definition:

*Search Type: [ Data - RegExp ~ ]
*Data Types: [ CHAR ~ ]
Minimum Column Size: [ 5 ]

*Regular Expressions:

P. Click NEXT.

C. For aMasking Definition, if necessary provide the number of a characters to skip at the start or end.

Add Masking Rule (Data - RegExp) X

Masking Definition:

*Masking Method: [ Mask Any Value ~ ]
Don't mask first # of characters: [ 0 ]
Don't mask last # of characters: [ 0 ]

Masking Example: =string= ] = [<smng>

d. Click ADD.

The new masking rule appears.
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9. To configure the masking rule parameters for a Data - Lookup Search Type:

a. For a Search Definition, browse to the location for the Masking Lookup List and click Open.

Add Masking Rule (Data - Lookup) X

Search Definition:

*Search Type: [ Data - Lookup ~ ]

*Search Lookup File: [ = ]

b. Afterthefileisloaded, click Next.

Add Masking Rule (Data - Lookup) X

Search Definition:

* Search Type: [ Data - Lookup v ]

*Search Lookup File: [ Masking Data Lookup List.docx = ]

C. For aMasking Definition, if necessary provide the number of a characters to skip at the start or end.

Add Masking Rule [Data - Lookup) X

Masking Definition:

Use same lockup file for search and masking

* Masking Method: [ Mask Any Value ~ ]
Don't mask first # of characters: [ o] ]
Don't mask last # of characters: [ o ]
Masking Example: [ <string= ] > [ <string> ]

d. Click ADD.

The new masking rule appears.
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To see information about a custom masking rule:

Custom Rules

@0 @)

1. Onthe masking rule, click @ )

To delete a custom masking rule:

1. Onthe masking rule, click .

2. Click REMOVE to confirm the deletion, or CANCEL to exit without deleting the masking rule.

Pt

Confirmation request

Are you sure to remove this masking rule?

CANCEL ] REMOVE
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To modify a custom masking rule:

1. Onthe masking rule, click @

2. The Modify Masking Rule window appears. Modify the custom masking rule details as required.

Modify Masking Rule (Column - RegExp) X
*Name: [ NewRule ]
Description: [ ]
*Tags: [ Personal X X v ]
* Search Type: [ Column - RegExp v ]

3. Tosave your changes, click Modify. Otherwise, click Cancel.

To duplicate a masking rule:

1. Onthe masking rule, click .

2. Provide a name.

Duplicate Masking Rule [Column - RegExp) X
* Name: [ DUPLICATE Rule2 ]
Description: [ ]
*Tags: [ Business x ® v ]
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3. Click NEXT.

4. Provide Data Regular Expression(s).

. You can also modify the Minimum Column Size.

5. Click NEXT.

6. Click Duplicate.

Duplicate Masking Rule (Column - RegExp) X
Search Definition:
*Search Type: { Column - RegExp ~ ]
Minimum Column Size: [ 5 ]
*Regular Expressions:
1
Duplicate Masking Rule (Column - RegExp) X
Masking Definition:
*Masking Method: [ Mask Any Value ~ ]
Don't mask first # of characters: { 0 }
Don't mask last # of characters: { 0 }
Masking Example: [ =string= ] > [ <string= ]
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13. Managing Privacy Policies

A Privacy Policy is a set of masking rules used to scan and mask following a specified privacy regulation such as
GDPR, CCPA and HIPAA or to the organization privacy rules. This section describes how to define and manage the
privacy policies.

To view available privacy policies:

1. Onthe navigation bar, click (Privacy Policies).

’)AC C E LA R | O © Accelario Ltd. 2023 Al rights reserved. 76



2. The Privacy Policies window appears displaying all privacy policies that have been added to the system.

Privacy Policies

Q Quick Search Sort by: Select... v
o o o o
USA CCPA USA PCI USA HIPAA GBR GDPR
Masking Rules (26) Masking Rules (6) Masking Rules (39) Masking Rules (24)

. You can quickly locate content by typing its letters on the Quick Search bar. The list updates promptly.

Qro

. You can display the list in ascending or descending alphabetical order.

Sort by: Select... v

Name (A-Z)

Name (Z-A)
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To add a new privacy policy:

1. Click Add Privacy Policy.

Privacy Policies

Q Quick Search

Sort by: Select... v

o o
USA CCPA USA PCI
Masking Rules (26) Masking Rules (6)

@0®

USA HIPAA GBR GDPR

Masking Rules (39) Masking Rules (24)

2. Fillin the policy details:

a. InName, provide a name.

. Under Available Rules, select a rule or a number of rules.

Add Privacy Policy

*Name:

Q Quick Search Sort by: Select.. ~

Description:

Tags Personal (34) Business (2) ESP (4] USA(20) ISR() IT(5) Basic (3] Date (4] BRA[) TUR(4)
3095 BRT(4) Car () DEU(4) FRA(4) ITA (4} Column (24) GBR (10) Bank (5 List(51) IND (5)

Available Rules:

1D Israeli Spanish Last Nam... D.O.B
Data Regex Data Lockup Column Regex
GBR Postcode Medical Record N... Zip+4 Code
Data Regex Column Regex Data Regex
Weight Spanish Full Names Health Insurance
Data Regex Data Full Name Data Regex
|Pv4 address GBR Address (Col... Indian States
Data Regex Column Regex Data Lookup
MAC address Turkish City Names GBR National Insu...
Data Regex Data Lookup Data Regex
[ M2 Brazilian Citv Nam... 1 [ M2 CBRFull Names } [ M2 Phone Number (C.. 1
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3. Click to add the rule to the Selected Rules list.

Add Privacy Policy X

" Name:

Q Quick Search Sort by: Select..

Description:

Personal (33) Business (2) ESP (3) USA(20] ISR (10) IT(5) Basic (3) Date(4) BRA(I) TUR(4)

Ta9S! ppr(a) Car (1) DEU (4) FRA[4) ITA(4) Column (24) GBR (10) Bank (5] List(s0) IND(s)

Available Rules:

Selected Rules:

GBR Nations! Inst.. @ Brazilian City Nam...
e fegex Data Lo

GBR Full Names.
Data Full Name

DOB GBR Postcode Medical Record N 1D Israeli Spanish Last Nam.
Column Regex Data Regex Column Regex Data Regex Data Loy
{ Zip+4 Code l l ‘Weight \ [ Spanish Full Names
Data Regex Data Regex Data Full Name
Health Insurance IPv4 address GBR Address (Col...
Data Regex Data Regex Column Regex
Indian States MAC address. Turkish City Names sl
Data Lockup Data Regex Data Lookup

M2 Phone Number (C.. ] [ M italian Citv Names 1 "ﬂ Fix Strina Value 1

4. Click Add.

To add all the available rules, click B .
To remove all the available rules, click B .

To remove one available rule, select the rule, and click .

To add a masking rule according to a Tag:

1. Click a Tag (in this example Bank).

*Name: [ Special Tag List

Q Quick Search Sort by: Select...

Description: [

Personal (15) Business (1) ESP (4) (8) IT(5) Basic () Date(l) Custom (3) PRT (3)

( R
Tags: o1 (1) DEU (2) FRA(4) Column 14)\_\5( (23)
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2. Allthe masking rules that contain the tag selected are shown in the Available Rules list.

Add Privacy Policy X

*Name: ‘ Special Tag List Description: ]
X Personal (15) Business () ESP (4) USA (10) ISR (8) IT(5) Basic (1) Date () Custom (3) PRT (3)

Q Quick Search Sort by: Select... v Tags: Car (1) DEU(2) FRA (4] Column (4) Bank(3) List (23)

Available Rules: Selected Rules:

IBAN SWIFT Credit Card
Data Regex w { = Data Regex w { = Data Regex

3. Selectarule.

4. Click to add the rule to the Selected Rules list.

Add Privacy Policy X
*Name: [ Special Tag List J Description: [ J
; , Personal (15) Business () ESP (4) USA (10) ISR (8) IT(5) Basic () Date () Custom (3) PRT(3)

Q Quick Search Sort by: Select... v TagS! car(l) DEU(2) FRA(4) Column (4) Bank (3) List (23)

Available Rules: Selected Rules:
IBAN SWIFT Credit Card
Data Regex Data Regex Data Regex

5. Click Add.
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To add all the available rules, click B .
<<

To remove all the available rules, click &

To remove one available rule, select the rule, and click .

1. Toremove a Tag from the masking rules in the Available Rules list, click on the tag again, (in this example Bank).

*Name: [ Special Tag List ] Description: [ J
. _ Personal (15) Business (1) ESP (4) USA(I0) ISR (8) IT(5) Basic () Date(l) Custom (3) PRT (3)
Q Quick Search Sort by: Select... v Tags: Car () DEU(2) FRA(4) Column (4]“[ @3
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14. Managing Users and Roles

. Only a user with Admin privileges can create or modify users and roles.

. A default user admin with the role Admins exists when the systemis first installed.

To manage users:

1. Onthe navigation bar, click @ (Users Management).

») ACCELARIO ®6e 00
Users Management
Qseach | admin
ROLES USERS
-
d
samn Roles: Admins
Environments:
Authentication Type: Local

Email: test@accelario.com

. You can quickly locate a user by typing its letters on the Search bar. The list updates promptly.

Q Search
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. You can display the list based on ROLES or USERS.

Q, Search

ROLES ‘ ‘ USERS

To create anew role:

1. Click Create Role.

Users Management

Q Search .
e admin
ROLES USERS

Description:

admin .
Roles: Admins
Environments:
Authentication Type: Local
Email: test@accelariocom
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2. Fillin the details:

Create Role ”
* Role Name: [
Description: [
Environments: ] env3
[ envl

Select Authorized

* Select Authorized [ env2 ‘
Users: ‘

Create Cancel

. In all dialog boxes, an asterisk * next to a label on the left is used to identify a mandatory user input.

3. Click Create.

To edit role details:

1. Onthe required role, click €@ (Modify).

Q Search

ROLES

[ USERS }

Admins

QA Modify
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2. The Modify Role window appears. Modify the role details as required.

Modify Role

* Role Name:
Description:

*Select Authorized
Environments:

Select Authorized
Users:

) env2

0 env3
envl

3. Tosave your changes, click Modify. Otherwise, click Cancel.
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To delete arole:

1. Onthe required role, click ) (Remove).

Q, Search

ROLES ] l USERS l

Admins
QA

2. Click Remove to confirm the deletion, or Cancel to exit without deleting the role.

Confirmation request X

Are you sure to remove role QA?

Remove [ Cancel

To add a new user:

1. Click Create User.

Users Management

SIS

Q Search .
e admin
ROLES USERS

Description:

admin )
Roles: Admins
Environments:
Authentication Type: Local
Email: test@accelario.com
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2. Fillin the details:

Create User X

* User Name: [ ]

Description: [ ]
* Select Roles: O A
] Admin
*Authentication Type: @ Local O Active Directory
* Password: [ ]

* Confirm Password: [ ]

*Email: [ ]
. In all dialog boxes, an asterisk * next to a label on the left is used to identify a mandatory user input.

3. Click Create.

To edit user details:

1. Onthe required role, click €@ (Modify).

Q Search

ROLES } [ USERS ]

admin

users Modify
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2. The Modify User window appears. Modify the user details as required.

Modify User

*User Name:

Description:

*Select Roles:

* Authentication Type:

* Password:
* Confirm Password:

*Email:

[ Admin
® Local O Active Directory

[

[

[ userA@gmail.com

Cancel

3. Tosave your changes, click Modify. Otherwise, click Cancel.
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To delete a user:

1. Onthe required role, click ) (Remove).

Q Search

ROLES }[ USERS ]

admin

userA a
W
Remove .

2. Click Remove to confirm the deletion, or Cancel to exit without deleting the role.

Confirmation request

X

Are you sure to remaove user user?

Remove [ Cancel
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15. System Setup

The System Setup is used to define different system setups. In this version it is used to setup the Active Directory, SMTP

parameters, and to load new masking rules.

. Only a user with Admin privileges can access the System Setup.

To setup the active directory:

1. Click Users.

2. Fillin the details to setup the Active Directory.

System Setup

Users SMTP

Masking Rules

ACTIVE DIRECTORY SETTING

() Use Active Directory Authentication

* Server Name/IP:

* Bind Username:

[ smtp.<my company>.com

J [

* Port: * Authentication Type:

* Bind Password:

[ (0] ] [ Simple

v) [

* AD Domain Name:

[

3. Click Test AD to verify that the active directory settings are correct.

4. Click Save.
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To setup the SMTP server:

1. Click STMP.

2. Fillin the details to setup the STMP sever.

System Setup

Users SMTP Masking Rules

SDs

SMTP SERVER EMAIL NOTIFICATION

[ Activate SMTP * Email Recipients:

*Server Name/IP: [

[ smip.<my company=com l *Filters:
O Error

O Warning [ Info

*Bind Username:

( J

* Bind Password:

[ J

*Port:

* From Email:

[ Accelario@<my company=com ]

3. Click Test Email to verify that the STMP server settings are correct.

4. Click Save.
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To install new built-in masking rules online:

1. Click Masking Rules.

System Setup

Users ’ SMTP

Masking Rules SDS

LOAD NEW MASKING RULE

New masking rule file

[

Upload File

2. Click B

3. Selectfile.

4. Click [SJsleCIeNIISy

To modify the sensitive search threshold:

1. Click SDS.

System Setup

Users ‘ SMTP Masking Rules SDS

SENSITIVE DATA SEARCH

* Sensitive Search Threshold:

[ 20%

2. Enter the new threshold.

3. Click Save.

»JACCELARIO

© Accelario Ltd. 2023 Allrights reserved.

92



16. Event Viewer

The Event Viewer is used to see, filter, and search user events. In the Event Viewer you can drill down and see details
for events. You can: also save all user events to afile. This section describes how to do these tasks.

To open the Event Viewer work area:

1. On the navigation bar, click

Event Viewer

Al

Q Quick Search

(Event Viewer).

® Predefined Range:

Last 24 hours

O Custom Range:

From:

=S

To quick search events with a keyword:

Q. Quick Search

1. Type akeywordinthe

ar.

Nov3,2022 07:04 Data Source 'POSTGRES Demo' was successfully added Info Data Sources Add DataSource | POSTGRESDemo | admin/Admins | Complete
Nov3,20220704 All data sources refreshing started Info Privacy Dashboard | Refresh Al N/A admin/Admins | Running
Nov3,2022 07:04 All data sources were successfully refreshed Info Privacy Dashboard Refresh All N/A admin/Admins | Complete
Nov3,20221409 Importing Environment ‘envI' was started Info Environments Import envl admin/Admins | Running
Nov3,202214:09 Environment ‘envl' was successfully created Info Environments Add Environment | envl admin/Admins | Complete
Nov3,20221409 eI’ impor Info Environments Import envl admin/Admins | Complete
Nov3,20221501 Refreshing Environment ‘env1' was started Info Environments Refresh envl admin/Admins | Running
Nov3,20221501 eI’ Info Environments Refresh envl admin/Admins | Complete
Nov3,20221501 Environment ‘envl' scanning was started Info Environments Scan envl admin/Admins | Running
Nov3,20221501 Environment ‘envI' was successfully scanned Info Environments Scan envl admin/Admins | Complete
Nov3,20221501 Refreshing Environment ‘env1' was started Info Environments Refresh envl admin/Admins | Running
Nov3,20221501 eI’ Info Environments Refresh envl admin/Admins | Complete
Nov3,20221501 Refreshing Environment ‘env1' was started Info Environments Refresh envl admin/Admins | Running
Nov3,20221501 eI’ Info Environments Refresh envl admin/Admins | Complete
Nov3,202215:02 Refreshing Environment ‘env1' was started Info Environments Refresh envl admin/Admins | Running
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To filter events for a specified time period:

1. Select:

a. Predefined Range.

@ Predefined Range: Last 24 hours v

or

b. Enter a Custom Range.

@ Custom Range: Nov 7, 2022 18335 G] [ Nov 10,2022 1835 g}

To sort events:

1. Select:

a. Acolumn heading.

. Select the sort order .

To download events to afile:

1 Click Download Events .
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